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PROFESSIONAL SUMMARY

DevOps Engineer with 3+ years owning AWS and Kubernetes (EKS) platforms end to end, from infrastructure design
through production operations. Designed and led the delivery platform for 12+ microservices and legacy applications
powering an e-commerce/retail platform across 3 environments, standardising Terraform/Ansible provisioning, Jenkins Cl
and Argo CD/Flux GitOps delivery. A CNCF Kubestronaut — holder of all five Kubernetes certifications (CKA, CKAD, CKS,
KCSA, KCNA) — with a track record of embedding security scanning, WAF policies and observability into the pipeline rather
than bolting them on afterwards. Acts as the technical point of contact for infrastructure decisions, production incidents
and cost optimisation.

KEY ACHIEVEMENTS

e Reduced release lead time from ~1 day to under 15 minutes by designing a standardised Jenkins — Nexus/Artifactory
— Argo CD pipeline reused across 12+ services.

e Cut monthly AWS spend by ~25% (= $1,800/month) through right-sizing, Auto Scaling policies and storage lifecycle
changes identified via CloudWatch and Datadog analysis.

e Eliminated configuration drift across 3 environments by moving all deployments to GitOps with automated sync, self-
healing and pruning.

e Achieved ~70% reduction in critical CVEs reaching production by integrating Trivy, SonarQube and Checkmarx as
blocking pipeline gates.

e Brought a legacy monolith under automated deployment with Ansible dynamic inventory, removing ~6 hours of
manual release work per cycle.

CORE COMPETENCIES

Cloud (AWS): EKS, EC2, VPC, IAM, S3, ECR, RDS, Redshift, ELB/ALB/NLB, Auto Scaling, Route 53, CloudWatch, WAF,
GuardDuty, Inspector

Kubernetes & GitOps: Kubernetes (CKA, CKAD, CKS), Helm, Argo CD, Flux, Docker, Docker Compose, cluster hardening,
RBAC, network policies

Infrastructure as Code & CI/CD: Terraform, Ansible, Jenkins, Git, Maven, Nexus Repository, JFrog Artifactory
Observability: Prometheus, Grafana, Datadog, CloudWatch
Security: Trivy, SonarQube, Checkmarx, Cloudflare WAF, AWS WAF, secrets management, supply-chain scanning

Systems & Languages: Linux and Windows Server administration, Python, Bash, Go

PROFESSIONAL EXPERIENCE

DevOps Engineer | Digitize Code 2023 - Present

Own the cloud infrastructure and delivery platform for 12+ production microservices powering an e-commerce/retail
platform serving 10,000+ users.

e Architected and provisioned AWS environments (EKS, VPC, RDS, Redshift, ALB/NLB) with Terraform and Ansible,
standardising 3 environments and removing manual setup from the onboarding path.

e Designed the CI/CD platform on Jenkins: automated packaging, container builds, semantic image versioning and
artifact publishing to Nexus and JFrog Artifactory, with environment-specific config updated automatically for full
release traceability.

e Led the migration to GitOps with Argo CD and Flux, introducing automated sync, pruning of obsolete resources and drift
recovery; 12+ services now deploy without manual kubectl access.



e Built a reusable Helm chart library covering registry auth, health probes, resource requests/limits and app
configuration, adopted as the standard for all new services.

e Embedded security into delivery: Trivy image scanning, SonarQube and Checkmarx quality/SAST gates, and credential
management for SCM and registry access. Implemented Cloudflare and AWS WAF rules, rate limiting and access policies
protecting 15+ public endpoints.

e Established the observability stack (Prometheus, Grafana, Datadog, CloudWatch) with alerting and dashboards used for
capacity planning and cost reviews.

e Primary responder for production incidents: root-caused 10+ P1/P2 incidents through log and metric analysis, and
supported security investigations; contributed to a ~35% improvement in MTTR.

e Automated deployment of legacy services with Ansible dynamic inventory, integrating configuration and monitoring
setup so legacy and containerised workloads share one release process.

CERTIFICATIONS

Kubestronaut - CNCF Kubestronaut Credential ID: d26789fb-24fa-410b-a7a2-da7db76b094d
CKS - Certified Kubernetes Security Specialist Credential ID: LF-1yfohfbchb
CKA - Certified Kubernetes Administrator Credential ID: LF-cv3olutlgx
CKAD - Certified Kubernetes Application Developer Credential ID: LF-ulrux3jn81
KCSA - Kubernetes and Cloud Native Security Associate Credential ID: LF-42iv33e4ex
KCNA - Kubernetes and Cloud Native Associate Credential ID: LF-ng4207rlvt
EDUCATION

Bachelor of Engineering | Arab Academy for Science, Technology & Maritime Transport, Cairo July 2023
LANGUAGES

Arabic (native) « English (professional working proficiency)



